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Criminal Protection of State Security Secrets from Cyber Espionage

“A Comparative Study between Palestinian & Jordanian Legislation”

Abstract:

T7e current stuay armed 10 shed /7gh1 on the issue of crmmmal profection for siate secur iy
secrels from cyber espronage i FPalesiinian legislation, i comparison withy Jordanian
legistation. 7o accomplish Wis objective, the researcher employed both the descriplive
analytical method and the comparative method, by reviewing e legal rules regulaling
he provisions of 141 profection i both legislations. Through the siay, we atlempled lo
explore the concepr of Cyber espronage, 11s scope, e imporiance of crimmal prolection
of state securrfy secrels, s npes, & the penalires rmposed. The major conclusion and
recommendations of s stdy were that the FPalesiinian legislator dian b dishnguiss
between ordinary goverrmment data and confidential mmjormation, wiic/h is profibied jor
anyone other than authorized pariies o access, and dian ¢ allocate a specyic penally

Jor Such mmformation i e event of an 1mfiingement. Among e recommendalions is e
need Jor the Palesiinian legislator lo amend Ariicle (4), i line with the serrousness of
Crber espronage, by adding a special clause related 1o e mpymngement of confideniial
Lovermment mjormation or dala and esiablisnneg a speciic penally commensirale with

the severity of the damage thal may cause.

Keywords: Espionage, Cyber Espionage, State Secrets, Criminal Protection,
Unauthorized Access
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